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1. Purpose of the plan

Business continuity can be defined as the processes involved in managing exposure to internal and external threats that can disrupt the availability of an organization’s business operations. This involves the management oversight, risk management functions, and the documentation of plans and processes to maintain business in the event of a disruption of business. 

Disaster recovery—is part of the business continuity program and is focused on information assets, people, processes, and technologies involved in critical aspects of business operations. Disaster recovery is often considered the IT portion of the business continuity programme, but it also includes key non-technology assets, people, and processes in recovering from a disruptive event. 


This plan has been designed to prepare ISO Quality Services Ltd to cope with the effects of an emergency or crisis. It is intended that this document will provide the basis for a speedy managed response to disruptive incidents to ensure the return to “business as usual” regardless of the cause.


[bookmark: _Toc484550056]2.	Objectives of the plan

· Understand the critical functions and activities of the organisation.
· Identify, analyse and respond to potential risks to the organisation.
· Provide a detailed, prioritised and timetabled response to an emergency situation.
· Identify the key roles, responsibilities and contacts to respond to an emergency.
· Identify how risks to individuals and the service will be managed so that people are protected
· Determine our communications strategy
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3. 	Background

INSERT TEXT – I.E. Organisation background

[bookmark: _Toc484550058]4.	Business impact analysis

This list may be used as a checklist to ensure that critical tasks are completed on time and according to a pre-agreed priority schedule. It may also be used to provide a hand-over document between different shifts in the recovery process.

	Business Impact Analysis 


	A
	B
	C
	D
	E
	F
	G

	
Business Activity

	
Impact of not performing these activities
	

Timescales

	
Dependencies and supporting resources
	
Relevance/
importance of Impact
(Rank 1-5)
	
Consequence of Impact
(Rank 1-5)

	
Impact Ranking
E x F

	Sales and Marketing
	

	
	
	
	
	 

	Finance Department
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The decision to use this plan will be taken by the following, who will also be responsible for taking the “difficult” decisions for the organisation overall:

	Business Continuity Risk Assessment


	A
	B
	C
	D
	E
	F
	G
	H
	I

	Activities 

	Threat 
	Likelihood
	Severity
	Rating
(C x D)
	Controls Established or Required (in red) 
	Likelihood
	Severity
	Rating
(G x H)
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	[bookmark: _Toc484550061]Loss of (key) personal

	Head hunted
	
	

	Health
	

	
	

	
	

	
	

	Resources required for recovery:
	Persons Responsible and 
Actions Required
	Recovery timeframe:
(how quickly must this function be 
recovered to avoid lasting damage)
	Activation Response

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	

	

	
	
	
	

	
	
	
	





	[bookmark: _Toc484550062]Unable to access premises/unavailability of premises

	
	
	

	
	

	
	

	Resources required for recovery:
	Persons Responsible and 
Actions Required
	Recovery timeframe:
(how quickly must this function be 
recovered to avoid lasting damage)
	Activation Response

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	Unavailability of hardware/software

	
	
	

	
	

	
	

	Resources required for recovery:
	Persons Responsible and 
Actions Required
	Recovery timeframe:
(how quickly must this function be 
recovered to avoid lasting damage)
	Activation Response
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	Resources required for recovery:
	Persons Responsible and 
Actions Required
	Recovery timeframe:
(how quickly must this function be 
recovered to avoid lasting damage)
	Activation Response
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	Resources required for recovery:
	Persons Responsible and 
Actions Required
	Recovery timeframe:
(how quickly must this function be 
recovered to avoid lasting damage)
	Activation Response
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This page should be used as a checklist during the emergency.

	Task
	

	
Actions within 24 hours:
	

	
	

	
	

	
	

	
	

	
	

	
	

	
Daily actions during the recovery process:
	

	
	

	
	

	
	

	
Following the recovery process:
	

	
	

	
	





Communications strategy

Contacts List

This section contains the contact details that are essential for continuing the operation of the organisation.
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	Name
	Work phone
	Home phone
	Mobile
	E-mail
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	Company
	Contact
	Work phone
	Mobile
	E-mail

	Well spread
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	Company
	Contact
	Services/ Goods provided
	Work phone
	Mobile
	E-mail

	Landlords
	
	
	
	
	

	IT support
	
	
	
	
	

	Associates
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	Utility
	Company
	Telephone
	E-mail

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Plan of premises required (for use by emergency services) showing locations of:
- Main water stop-cock
- Switches for gas and electricity supply
- Any hazardous substances
- Items that would have priority if salvage became a possibility
-Copy of Fire Risk Assessment
-Copy of Asbestos Register

Copies should be placed in Fire Box and copies kept on the IT system
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	Service
	Location
	Telephone

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc484550072]Insurance and Finance Companies

	Service
	Company
	Telephone
	E-mail
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[bookmark: _Toc484550074]9.	Emergency Pack Contents

As part of the recovery plan for the organisation, key documents, records and equipment are held off-site at {Address) required in an emergency pack. This pack may be retrieved in an emergency to aid in the recovery process.
The contents of the emergency pack comprise the following:

Plan of premises required (for use by emergency services) showing locations of

· Main water stop-cock
· Switches for gas and electricity supply
· Any hazardous substances
· Items that would have priority if salvage became a possibility
· Copy of Fire Risk Assessment
· Copy of Asbestos Register

Documents:

·  A copy of this plan, including key contact details
·  Insurance policy(ies)
  
Records:

· Computer backup tapes and / or disks
·  Financial records
  
Equipment:

· Spare keys
· Torch and batteries

[bookmark: _Toc484550075]10.	Actions and Expenses Log

This form should be used to record decisions, actions and expenses incurred in the recovery process. This will provide information for the post-recovery debriefing, and help to provide evidence of costs incurred for any claim under an insurance policy. 

	Date/time
	Decision / action taken
	By whom
	Costs incurred 
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